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The World Summit on the Information Society (WSIS) is the first in the series of United Nations (UN) summits that deals with information society issues.
 It consists of two meetings which are officially regarded one summit: The first WSIS in Geneva in December 2003, and the second one in Tunis in November 2005. The Summit process was initiated by the UN General Assembly in 2001. The task of the Summit is not a small one: to develop a "common vision of the information society." Because of the general feeling that this could not be done by governments alone, the summit process allowed limited participation of observers in a proposed multi-stakeholder process.
At the Geneva summit meeting governments adopted a Declaration
 and Plan of Action,
 and established a UN Working Group on Internet Governance. How big the Summit's impact will be in the end will depend more on the momentum and networks created by the summit process, not by the two texts it adopted. In the end this is actually beneficial in the interest of privacy and human rights development, as the texts themselves fell short in these areas. Civil society worked to improve these documents, to center them around human rights, but was forced to issue separate documents: "Shaping Information Societies for Human Needs: Civil Society Declaration to the World Summit on the Information Society,"
 and "Civil Society Essential Benchmarks for WSIS."

As the idea for the summit had developed first in the International Telecommunications Union (ITU), the telecommunications body of the UN, the initial focus was very technology-centred. Mainly because of the efforts of a global coalition of activists and academics from civil society groups, the general discussion moved from "information" (read: ICTs) to “society” over the course of the summit preparations. One outcome was that human rights gained a prominent place in the Geneva Summit Declaration and Plan of Action.
 The Universal Declaration of Human Rights is underlined in the first paragraph of the summit declaration, and its article 19 on freedom of speech is quoted as "central to the Information Society."

Because the summit preparations took place in the context of the global "war on terrorism," one of the most discussed topics was security.
 Especially the United States and the Russian Federation put an emphasis on this matter. This was enforced by developments in other international organizations, like the Council of Europe,
 the OECD
 or even the UN General Assembly,
 where Cyber-Security or similar topics have moved up the agenda in recent years. The respective paragraph of the WSIS summit declaration ends with an explicit reference to the war on terrorism: "It is necessary to prevent the use of information resources and technologies for criminal and terrorist purposes, while respecting human rights."

In this context, the protection of privacy was not a popular goal. The first drafts of the summit declaration made no reference to privacy at all. Civil society groups were concerned about the strong focus on security in the whole text. In their view, security is a vague political goal that can be higher or lower on the agenda depending on day-to-day politics. Privacy and other human rights and civil liberties, on the other hand, are constitutional fundamentals of every democracy that must not be violated for the sake – or, as often is the case, under the guise – of security.

The international NGO network active in the WSIS-process, mainly the Privacy and Security Working Group and the Human Rights Caucus, advocated for the insertion of a new paragraph specifically on privacy and for placing it at the beginning of the "security" section of the summit declaration.
 However, the whole debate in the intergovernmental drafting group on security was too much centred around the security language, so that no delegation wanted to insist strongly on privacy. Privacy was later mentioned in the summit declaration at all only due to the efforts of the European Union, Switzerland, Brazil, Australia and a few other countries. It now calls for a "global culture of cyber-security," in particular for strengthening a "trust framework, including information security and network security, authentication, privacy and consumer protection." Here, privacy and security as well as authentication and consumer protection are seen as parts of a holistic strategy. Only "within this global culture of cyber-security, is [it] important to enhance security and to ensure the protection of data and privacy, while enhancing access and trade," the summit declaration continues. Privacy did not gain nearly such a prominent role as freedom of speech or other human rights.

Even the private sector itself had suggested more specific privacy language in the summit declaration. The Coordinating Committee of Business Interlocutors, for example, that had been set up for the WSIS by the International Chamber of Commerce, had asked for "effective privacy protection of personal data."

The Plan of Action that was also adopted by the summit is generally vague. It was intended to facilitate the implementation of the principles espoused in the Declaration and provides concrete measurements of progression in the vision of the Information Society. Besides some initiatives like linking every school and library in the world to the Internet by 2015, there are no clearly defined benchmarks or schedules for implementation. The second phase of the summit that ends in Tunis in November 2005 has not brought substantial progress here.
The paragraph of the action plan that deals with security and privacy does not mention the "war on terrorism," but is still mainly focused on security and makes an implicit reference to the Council of Europe's Cybercrime Convention.
 Of the 10 initiatives suggested by the action plan in the context of security and privacy, only one specifically mentions privacy, but only calls for "user education and awareness," specifically about "online privacy and the means of protecting privacy."
 There is no reference to specific measures or initiatives governments or private corporations should take as the major users of personal information.

The second summit phase mainly involves discussions on implementation and follow-up, financing, and Internet governance.  The Working Group on Internet Governance (WGIG)
, an independent body set up by the UN secretary-general in November 2004 with a mandate from the Geneva WSIS Summit, was tasked with developing a report that defines “internet governance”, identifies public policy issues related to it, and develops a common understanding of the respective roles and responsibilities of the different stakeholders. The WGIG was a model in that it had a balanced membership from governments, the private sector, civil society, and international organizations. The group conducted regular open online and offline consultations and produced a number of draft “issue papers”. One of these dealt with “consumer protection and privacy”
, but the content was mixed and included language like “while privacy is recognized as a human right, it is a right that balances the competing and legitimate interests of government and business to intrude upon privacy under law.”

The WSIS NGO coalition suggested including privacy as a key element of the WGIG deliberations, because “in an ‘Information Society’, where almost all attributes of an individual can be known, interactions mapped, and intentions assumed based on records, the need for protection of privacy is more crucial than ever.”
 Like many other stakeholders, the International Working Group on Data Protection in Telecommunications
 also submitted input to the WGIG and e.g. referred to its “Ten Commandments to protect Privacy in the Internet World”
.
The WGIG report was published on 15 July 2005.
 While the centre of discussions had been around the unilateral control of core Internet resources by the U.S. government, the report also deals with other Internet governance issues like interconnection costs, multilingual domain names, spam, and intellectual property rights. It contains a paragraph on data protection and privacy rights. The WGIG states that there is “a lack of national legislation and enforceable global standards for privacy and data-protection rights over the Internet” and recommends to the Summit to “encourage countries that lack privacy and/or personal data-protection legislation to develop clear rules and legal frameworks, with the participation of all stakeholders, to protect citizens against the misuse of personal data, particularly countries with no legal tradition in these fields”. It also suggests a revision of the privacy policies for the WHOIS databases according to privacy legislation in the country of the registrar and the registrand, and the development of open technical proposals for privacy requirements for global electronic authentication systems. The WGIG recommends that “arrangements and procedures between national law enforcement agencies” should be “consistent with the appropriate protection of privacy, personal data and other human rights”, and to “ensure that all measures taken in relation to the Internet, in particular those on grounds of security or to fight crime, do not lead to violations of human rights principles“. The WGIG background report includes a lengthy paragraph on privacy that begins by stating that privacy “becomes even more important over the Internet, where the intrinsic nature of the Internet makes it possible to effectively track an individual in cyberspace and use information about him/her illegally or without authorization. Threats to personal privacy increase the mistrust towards the Internet.”

The outcomes of the WGIG will provide the basis for negotiations and decisions among governments for the second WSIS Summit meeting in Tunis November 2005. The strong emphasis on privacy protection in the WGIG report is an improvement compared to the Geneva Summit documents from 2003. However, the WGIG was not a negotiating body, and its report only makes recommendations to the governments. The privacy and other human rights emphasis from the WGIG report might easily get lost before the summit concludes, as the main focus and the reason the WGIG was set up in the first place is the international struggle around unilateral U.S. government control over the Internet names and numbers authorities. This lack of privacy focus is also demonstrated by a WSIS Thematic Meeting on Cybersecurity convened by the ITU in 2005
, while a similar high-level conference on Privacy and Data Protection never took place in the Summit process.
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� Council of Europe: Convention on Cybercrime, November 2001, <http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm>.
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