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	Room Document 6
	Civil Society Proposals
	Comments

	New 49. We seek to build confidence and security in the use of ICTs by strengthening the trust framework. We reaffirm the necessity to further promote, develop and implement in cooperation with all stakeholders a global culture of cyber-security as outlined in UN GA Resolution 57/239 and other relevant regional frameworks.  This culture requires national action and increased international cooperation to strengthen security while enhancing the protection of [data (Pakistan)], personal information, [data (USA)] and privacy.  Development of the culture of cyber-security should enhance access and trade and must take into account the level of social and economic development of each country and respect the development-oriented aspects of the Information Society.
	New 49. We seek to build confidence and security in the use of ICTs by strengthening the trust framework for building confidence among users of ICTs. We reaffirm the necessity to further promote, develop and implement in cooperation with all stakeholders a global culture of cyber-security as outlined in UN GA Resolution 57/239 and other relevant regional frameworks.  This culture requires national action and increased international cooperation to strengthen security while enhancing ensuring the protection of personal information, data and privacy.  Development of the culture of cyber-security should enhance access and trade and must take into account the level of social and economic development of each country and respect the development-oriented aspects of the Information Society.
	In paragraph 35 of the Geneva Declaration, the “trust framework” is spelled out as a prerequisite 

“for building confidence among users of ICTs”. 
The user perspective  should be mentioned, as their trust is key to the argument here.
The Geneva DoP does not refer to any other resolutions or documents.

The Geneva DoP agreed language reads 
“to ensure the protection of data and privacy”.

	49 bis: We reiterate our commitments to the [positive/ethical] uses of the ICTs [with internet (Korea)] and to take appropriate actions and preventive measures, as determined by law, against abusive uses of ICTs as mentioned under the Ethical Dimension of the Information Society of the Geneva Declaration of Principles and Plan of Actions. 


	Delete this paragraph
	The formulations “ethical use” and “abusive uses” are too ambiguous. 
From a human rights perspective, there are only legal or illegal uses, and the definition of illegality has to respect freedom of speech and other human rights.
“Preventive measures” opens a dangerous gate to suppression of civil actions even before they have happened. This approach is contradictory to due legal procedures. 


	New Para 50. We underline the importance of effective instruments and efficient mechanisms for the prosecution of cybercrime, including crime committed in one jurisdiction but having effects in another. 

We call upon governments, in cooperation with other stakeholders, to develop national legislation for the investigation and prosecution of cybercrime, taking into account existing international frameworks, such as the Council of Europe Convention on Cybercrime [and the UN GA Resolution 55/63 and Resolution 56/121.]
	New Para 50. We underline the importance of effective instruments and efficient mechanisms for the prosecution of cybercrime, including crime committed in one jurisdiction but having effects in another. 

We call upon governments, in cooperation with other stakeholders, to develop national legislation for the investigation and prosecution of cybercrime, while respecting human rights, sovereignty, openness, accounta​bility, and civil liberties. All efforts in this regard must be consistent with the rights to freedom of expression and privacy, and they must comply with the principles of due legal process. 

taking into account existing international frameworks, such as the Council of Europe Convention on Cybercrime [and the UN GA Resolution 55/63 and Resolution 56/121.]
	Any measures to fight cybercrime have to be done in accordance with human rights and due legal process. 

We are concerned about international developments in this field that lack these foundations. 

Therefore it has to be made explicit here.

Civil Society strongly opposes the Council of Europe Convention on Cybercrime and has done so publicly in the past years. This is mainly because of its overly broad mandate and the lack of “dual criminality” provisions. 

It is also a regional framework and therefore not appropriate to be mentioned in a UN summit document. 

	New para 51. We resolve to deal effectively with the significant and growing problem posed by spam. We take note of current multilateral multistakeholder frameworks for regional and international cooperation on spam, such as the APEC Anti-Spam Strategy and  the London Action Plan.  We call upon all stakeholders, to adopt a multi-pronged approach to counter spam that includes among others consumer and business education; appropriate legislation, law enforcement authorities and tools; the continued development of technical and self regulatory measures, best practices, and international cooperation.
	New para 51. We resolve to deal effectively with the significant and growing problem posed by spam, identity-theft and other privacy-invasions. We take note of current multilateral multistakeholder frameworks for regional and international cooperation on spam, such as the APEC Anti-Spam Strategy and  the London Action Plan.  We call upon all stakeholders, to adopt a multi-pronged approach to counter spam these problems that includes among others consumer and business education; appropriate legislation, law enforcement authorities and tools; the continued development of technical and self regulatory measures, best practices, and international cooperation.
	We again underline that an approach that ensures privacy protection will automatically protect against spam and identity-theft.
Reference to other international frameworks is not appropriate for a world summit.

 Especially if the summit only “takes note” of them, it should be rather left out here.


