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I. Conception

Privacy is a concept that has its fundamental roots in countries with a common law system, and there has been quite a controversial debate on finding a single definition on the term. With the development of new technologies and particularly with the spread use of the Internet, the concept of privacy has evolved widely, and it has been extended to include not only the right to be alone, but also the right to data protection-, which includes interalia the freedom to self-determination and access to personal information.

In Latin America, the term privacy is understood differently, and many experts affirm that the concept does not exist perse, since it is not expressly regulated in the legal system neither in the constitution nor in the laws or regulations. For example, in most Latin-American countries, the concept of privacy is a synonym of “right to intimacy”, which include the right and freedom of expression with regards to the preferences of an individual (sex, religion, association, etc.). The concept also includes the judicial protection and inviolability of an individual’s home and personal possessions; of private communications; and the protection of his postal correspondence. 

II. Current Constraints

Many developing countries have prioritized trade policy in order to improve their economy and the welfare of their individuals. Some of those countries -as is the case of Mexico- have encountered somehow problematic trying to find a correct balance in order to regulate privacy and the free flow of information exchange with other trade partners without necessarily imposing barriers to trade flows. For instance, within Mexico’s legal framework, there is a clash and relevant differences in the approach to data protection policy between NAFTA and the EU-Mexico Trade Agreement.

Likewise, there is a large number of internal constraints to develop privacy and data protection legislation such as: (i) the absence of the right to data protection in the constitution known as the habeas data
; (ii) lack of financial budgets to create an independent data protection agency to oversee the law; and (iii) the complexity of the rules, compliance difficulties, and government enforcement on behalf of individuals.

III. Challenges

With the advent of the Internet as a mean to obtain information and communicate with others, and as a medium to make purchases, financial transactions, request government services or receive health and medical attention, there are yet many challenges in developing countries that need to be addressed in order to enhance the protection of the privacy and personal data of individuals using the Internet. These challenges include:

-Finding adequate means for constitutional reform and prioritize the enactment of data protection legislation based on the international frameworks;

- Providing users with simple and easy to use tools to protect their identity, personal data and information based on privacy enhancing technologies, the international recognized principles and the country’s possible existing framework; 

- Reinforcing the legal framework with the use and dissemination of business privacy standards, codes of conduct, and trust seals; and

- Promoting international cooperation for the enforcement of privacy and data protection laws while considering the limitations of developing countries in terms of monetary budgets, differences of legal systems and the cultural and educational aspects of their citizens. 

� Habeas Data is a constitutional action brought by an individual against a data controller in order to find out what information is held about his person. Through this action, an individual may request a rectification, a modification, an update or even the destruction of his personal data held by a data controller, whether private or public. Only the individual whose personal data has been compromised may be entitled to pursue a legal action before the constitutional courts. The courts do not have any power to initiate the process on behalf of an individual. Currently nine countries in Latin America regulate the habeas data right: Argentina, Colombia, Peru, Brazil, Paraguay, Uruguay, Chile, Venezuela and Costa Rica.





